Protecting your business
from cyber threats



What can we do for you?

A new world needs new solutions

Theever-changing world of cyber security Is forcing organizations to adopt new strategies
In order to protect the business against cyber-attacks. Had your organization taken the
necessary steps to ramp up your security in order to adhere for today’s threats?

Relying on technology Is not enough. Dedicating manpower to investigate security incidents
after they occur is equal to providing hackers with the keys to your network. Simply
adhering to regulation requirements wil keep you complied but not necessarily secured.

The name of the game in today’s threat landscape is being proactive. Making sure
your organization has the right set of tools to detect attacks at its early stages, to keep your
shareholders and senior management involved and last but not least to assure steps taken to
pro-actively test your security defenses include real life attack scenarios which are focused on
your key business assets.
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Do you Know IS someone Is currently
planning attack against your
organization?

Are any sensitive busniess materials
or confidential data belonging to your
organization currently being sold or
offered for sale?

(credit card data, health records, pii etc)

@ Cyber & ITSecurity

Galaxite solutions |



galaxite Cyber provides a cutting edge software solution (ACID) which al ows
you to monitor if your company or any of its valuable data are currently discussed
or traded In undercover forums. We offer a 24 / 7 Real Time Web monitoring
and advanced automatic early detection and alerts to planned and actual
cyber- attacks.

Sites monitored include: social networks, IRC chats, Deep Web, Dark Net &
more...

Searches based on an unlimited number client-defined of keywords which can
cover a verity of monitored business assets such as:

* Leaked User Names & Passwords * Corporate Emails
* Credit card data * Planned Attacks
* And many others...

The solution does not require any installations inclient’'s network.
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Do you know If you have been

hacked?

What are you vulnerabilities?

How easy of atarget Is
your organization and your
employees?
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Most organizations today invest heavily in technology to stop cyber
breaches. Even so, the success rate of the attackers continue to
grow mainly due to the use of targeted attacks against your employees,
third party vendors or hidden vulnerabilities in your systems as an entry

point.

The best way to mitigate this risk is to be pro-active and engage experts
to simulate such sophisticated attacks which takes the hackers approach.
We provide a simple, focused solution which focuses on protection of

your key business assets:

Let us know what is important to you, and our experts wil let you know
how vulnerable your organization is using a verity of advanced

attack vectors used by today’s hackers.
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Our solution includes the following services:

Phishing Campaigns

Asimulation of a real spear phishing attack against your employees. Wil
provide you with the insights of how vulnerable your organization
IS, how aware are your employees, and if such attacks can beleveraged

to steal valuable business information from your network. Nowadays, this
IS considered asamust have dril for proper security governance.

, (s | Cyber & ITSecurity



Our solution includes the following services:

Proactive Forensics

Recent studies reveal that most mega breaches had starte
months before getting noticed by the target, allowing the

attackers to gain a persistent presence inside the network
without being detected by the security controls in place.

Initiating a proactive forensics process will be used to detect existing
persistent attacks your systems have failed to recognize. Such process
Includes a sophisticated malware detection which is usually not
recognized by signature based systems such as anti-virus, IDS and
IPS. The process applies both to servers, workstations, laptops and

mobile devices.
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Our solution includes the following services:

Penetration Testing

Provides you with an understanding of your
vulnerabilities both from the outside world
and from your organizations’ premises should
a descrambled employee or malicious entity gain access to your
physical premises. The simulation wil advise your management with the
extent of vulnerabllities which exist in your systems and what can be
achieved by leveraging these vulnerabilities in terms of the impact on
your business. (Steal sensitive data, disrupt vital business services, take
down systems, manipulate financial transactions etc).
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What is Access Governance?
Today's fast-paced business-environments
requires employees to have access to
information, where and when they need

it. Access Governance is a management
technology answering the following
guestions:

1. Who did what?

2. Who has access to what?

3. Who reviewed and approved what?

4. Who should have access to what?

Intelligent Access Governance
offers to win this struggle by
deployment of its advanced access
governance system.

S

Intelligent Access Governance

What makes it Intelligent?

Activity & Identity Monitoring

 Always know who did what, when, where and how

« Ful Audit-Trall Every monitored activity is enriched with details from various in-place security and HR systems
« Automate entitiements collection from any application across the organization. No coding required

Data Classification

 Find-out where your sensitive data resides and always keep track of it thereafter
* |dentify your resources' true owners, delegate authority. Enable them with the necessary

independence
» Analyze users' activities to create usage-patterns to be used in policy creation and anomaly detection

Access Certification

» Usage-aware access certification processes

« Recommend the reviewer on highly probable excess access

* Requests Automation

 Self-Service portal, integrated with powerful what-if engine to proactively predict violations
 Unified Access Policies

« Continuously search for access, segregation—of-duties and controls violations

» Respond in real-time
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«) Web Intelligence Services
-~ & Technolo

Aglobal pioneers of Virtual HUMINT ™-driven Web Intel igence Services

& Technology, designed to bridge crucial inteligence gaps, faced by alied
governments and corporations around the world.

Our WEBINT efforts are powerfully focused on Tactical C-IED, Cyber
Counter-Intelligence, Enhanced Due Diligence for corporations, and more.
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= Security guidance for projects
and state level cyber entities

=

Cyber solution Architecture and Design established by leading experts in the field of
OT (Industrial control) and IT(information Technology), in order to provide a suitable
and relevant solutions to the need for cyber security, that arises from the unique
threats and dangers cyber-attacks are posing to these systems.

We take proud in offering our customers state-of-the-art solutions, combining our
knowledge in SCADAand in CYBER protection.

We provide a platform that supplies the SCADA operator a simple and clear
Information on cyber events in the SCADA system, clear first responder action list
based on analysis and correlation between SCADA network suspicious events
and physical process suspicious events, management and forensics tools and
strong reporting tools in a secured environment.
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Cyber simulator center

Advanced training center for the cyber world, one of a kind capable of

functioning attack and defense teams on advanced Cyber systems combined
elements from around the world.
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DDoS Simulation Testing &
Attack Prevention service

Security services and consulting, specializing in Distributed Denial of
Service (DDoS). We've have helped mitigate hundreds of DDoS attacks on
banks, stock exchanges and governments, and use our expertise to provide
preemptive and emergency response services to organizations of al sizes.

We prepare organization for DDoS attack from an architectural vendor-neutral
point-of-view, and ensure that the organization conducts al the necessary
steps to be prepared: gap analysis, DDoS Simulation test, technology
selection, SOC training and emergency response.
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Secure E-maill Channels

Secure email as an integral part of any large organization’s communication model:
We have an innovative vision and a mature product for the mass email market
Asecure mass emalil distribution platform represents a major asset for an
organization.

By automating and systematizing secure communications with

a customer base that may be in the mil ions, banks, insurers and healthcare
providers can significantly reduce communication-related costs while achieving
higher standards of security and efficiency across the board.

We provide a market- proven product, offeringorganizations of any size an easy-
to-integrate, easy-to- operate, smart and scalable secure mass email
distribution platform.
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InfoSec — Secure Networks

InfoSec aggregates network security events and analyzes them in its
advance, proprietary analysis engine to detect cyber-attacks patterns at
different attack stages.

There solutions commonly available typically display a vast amount of from
across the network. What is needed is not the quantity, but the capability

to inteligently aggregate al the information with the differentiate
between false and positive alerts and to correctly identify a new and
sophisticated form of cyber threat or attack.

We provide an accessible, convenient, and professional solution
for dealing with the continues rising threats of the cyber age. The unique
combination of field-leading SIEM technology with the unigue technology
developed by the cybersecurity expert’'s team, veterans of elite army units,
provides customers aleading holistic defensive umbrel a.
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contact us

and let our experts protect your success.
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